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<?php

/* Redirect browser */

header(“Location: http://www.mysite.com”);

/* Exit to prevent the rest of the code from executing */
exit;
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*Frida install

pip install frida-tools # CLI tools

pip install frida # Python bindings
npm install frida # Node.js bindings
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Jl9y g1 32350 Lo 4 S 4 (uwpiaws Hlil ol 40 | Frida Joole 45 3iSis0 g Ligy 40l3uliS S g Sg-d 50
32 95w 5l boduSall g woBiw 3,518y (gl -3 3lgs 631> ausgi o Jolio 45 3950 E9,-b Ligy Jualoxs

1S 50 0wl

1

2 frida-ls-devices
3

il

5 | $ frida-ps -U

6

Fi

2 | $ frida-ps -Ua

9

168

11 $ frida-ps -Uai
12

13

14 | % frida-ps -D 0216927d1d6d3al3

109 g Frida (ow)p 9 )5 g9

frida -U --no-pause -1 hookNative.js - com.erev@s.jniapp
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frida -U com.erev@s.jniapp -1 hookNative.js
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import inspect
import frida
for mb in inspect.getmembers(frida, inspect.isfunction):

print(mb )

('attach', <function attach at 0x7f24816eb620>)

('enumerate devices', <function enumerate devices at 0x7104816ebat@?)
('get device', <function get device at 0x7T04816eb9503)

('get device manager', <{function get device manager at 0x7f84816ebbf8>)
('get device matching', <function get device matching at 8x7f084816eb%9d8>)
('get local device', <function get local device at 0x7f04816eb7b8>)

('get remote device', <function get remote device at 8x7f04816eb8483)
('get ush device', <function get ush device at 8x7T84816eb8c8>)

('inject library blob', <function inject library blob at 8x7f084816eb736>)
('inject library file', <function inject library file at 8x7f04816eb6a8>)
('kill', <function kill at 8x7f@4816eb598>)

("resume’, <function resume at @x7fB481f34c80>)

('shutdown', <function shutdown at 8x7f84816ebb76> )

('spawn', <function spawn at @x7fB4858bch70>)

Ub9) 95 Jolids 4 A5 dalad g5 eudl ALl cawyiw Lpil 4 eslgiiso Lo 45 Cal (ladis ;5 Jolid YU 3)lgo
Ll Laylil ;505 51 e3lasiuwl (930 g e3laiuwl L cdls g5 55 Frida L S

# Early instrumentation

import frida, sys, time

def on_message(message, data):
it message| "type’'] == 'send':
print("[#] {8}".format(message[ "payload’]))
else:

print(message)

e | TS ety (s
device = frida._get usb dewicel( )

pid = device.spawn(["com.erev@s.jniapp"])
session = device.attach(pid)

script = session.create_script(js)

script.on( 'message’, on_message)
script.load()
device resume(pid)

sys.stdin. read( )




3320 £, jl Ju8 1) glo JS s Sl 45 325 0 (5l Lo 4 4S Cuwl (il J8 Ao 35 dslad > dsgi Jod 4SS
oy p 38 9 63,5 aBgin |y O pslgise bl (isiol Sloddo ghld aolipy ST ki il 49 (S (6,)135)L
P23 )93 ) (ol

1

7 | import frida, sys

3

4 | def on message(message, data

5 if message| 'type’'] == 'send’

6 print(“[*] {@}".format(message| 'payload’
7 else

8 print (message

9

18 | js = """js code here"""

11

12 | process = frida.get usb device().attach('com.erev@s.jniapp’
13 | script = process.create script(js

14 | script.on('message', on_message

15 | script.load

16 | sys.stdin.read

W0 Olgdiso UgSa A Cwl il 3yg0 gl 31> Jui Caliseo slodSad 4 1) JS sl ;Sawl Glgiuo Ginsy ¢l 3
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Java.perform(function

Java.use( "com.Awesome.App.MainActivity" ) .mySecurityCheck.implementation=function(x,y

console.log("Original value: " + this.mySecurityCheck(x,y

return Java.use("java.lang.Boolean").$new(true
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const Class = Java.use("com.Awesome.App.MainActivity");
function inspectClass(obj) {
const obj class = Java.cast(obj.getClass(), Class);
const fields = obj class.getDeclaredFields();
const methods = obj_class.getMethods();
console.log("Inspect " + obj.getClass().toString());
console.log("\tFields:");
for (var 1 in fields)
console.log("\t" + fields[i].toString());
console.log("\tMethods:");

for (var i in methods)

console.log("\t" + methods[i].toString());

Loil ,latin g 31 oo |y ol slosis g Laald (colai 35S 50 LM MainActivity g pajlw e [; GoMS ¢l Lo anldl 5
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var RevealNativedetl function
var psize = Process.pointerSize
Var env = Java.vm. et
var RegisterNatives = 215, FindClassIndex -
var jelassAddressiNameMap =

function setlativedddress(idx
return env.handle.readPoint i(idx * pSize).readi
Interceptor. b gethativiAddn FindClassIndex

: function args

jclasshddress MNamebap) args| 0 args| |

Interceptor. attach(getiat iveadd: RegisterNatives),
i: fumction|args
for (var i = O, nMethods = parselnt{args[3]); 1 < nMethods; is
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Module. enumerateExports("mylib.so",

onMatch: function(e) {

if (e.type == 'function') {
console.log("name of function = " + e.name);
it (e.name == "Java example decrypt")

console.log("Function Decrypt recognized by name");
Interceptor.attach(e.address, |

onEnter: function(args) {

LY

console. log("Interceptor attached onEnter...");

I
onLeave: function(retval) {

LY

console. log("Interceptor attached onleave...");

)

1
¥

onComplete: function()

[
[

Sl usi ) Wygo 4 Native b Sy JsIs i 1) uiSib jlade o ylgise Grises

Interceptor.attach(Module.getExportByName( *libnative-lib.so", "JIniint"'),

onEnter: function(args) {
this.first = args[0].toInt32(); // int
console.log("on enter with: ™ + this.first)

¥

onLeave: function(retwal) {
const dstAddr = Java.vm.getEnv() .newIntArray(1117878) ;
console.log("dstAddr is : ™ + dstAddr.toInt32())

retval . replace(dsthAddr) ;

el
™

S plesil o S gl ) (HOOK) Sga 3iulyd lgi o findExportByName ;i oslasiuwl b

"y

Interceptor.attach{Module. findExportByName(null, "fopen"), {

onEnter: function(args)

"y

console.log("Interceptor attached onEnter...");

J2

onLeave: function(args)

"y

console.log("Interceptor attached onLeave...™);

e

Yf
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Process.enumerateModules( )
filter(function(m)

return m["path"].tolLowerCase().indexOf("libnative") I= -1;
.forEach(function(mod

ports( ) .forEach(function(exp)
if (exp.name.indexOf("fopen™) I= -1)

.F
console.log("fopen found!");

239450 plowil 515 38 aslad Gulwl 1 GuysT @b 51 JNT 35S Sgo
Aibb T I8 (gl (a0 g Jilgi 0 NM --demangle --dynamic mylib.so (5,5 ;21 uixes

var moduleName = "mylib.so”;
var nativeFuncAddr = 8x1111:;

Interceptor.attach({Module. findExportByName{null, "fopen"), {

onEnter: function{args) {
this.lib = Memory.readUtf8string(args[e]);
console.log({"fopen ==> " + this.1lib);

onLeave: function{retwal) {
if (this.lib.endsWith{moduleName) )
console.log(retval);
var baseAddr = Module.findBasefddress (moduleName) ;

Interceptor.attach(baseAddr.add(nativeFuncaddr),

onEnter: function{args)

("hook inwvoked™);

tpuiS yilid includes b [ LT g 63,5 Ginlads |) laala oS panlgs g0 dolsl >

Jawva.perform(function()

Jawva.enumeratelLoadedClasses( {

"onMatch™: function(c i
if (c.includes({"erevds"
console_log(c
onComplete function
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1 | Java function

2 var textViewClass = Java "android.widget.TextView"

i textViewClass.setText "java.lang.CharSequence” = function(x
5 var string = Java '‘java.lang.5tring’

6 return this string.$new( "ereves.com is CHANGED"

7

8
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run
inject install
libfrida-
gadget.so
libfrida-
gadget.so
port 27042
listen
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